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MEMORANDUM FOR: Chairman, (United ‘tates Intelligence Board 


SUBIECT : Cridelines Governing Disclosure 
of Classified (ntelligence 


1, On 21) December 1970, the President. in aoting your 
statutery responsibilities for the protection of intelligence sources 
and methods, instructed that guidance be provided in this field 
especially through the machinery of the intelligeace community. 


2. Oa 23 April 1971 such guidance was promulgated to the 
intelligence community within the framewor of the United States 
‘atelligence Board through USIB-ND~-9,2/39, entitled, “Culdanee 
Goversing Disclosure of Classified Intelligence. ” 


3, In a companion report to the President you advised that 
periodic reports would be requested from the Board Friacipals on 
those measures taken within their respective agencies and depart- 
ments to implement these guidelines. 


4, On ? October (971 you requested the Board Principsls 
te report by the end of October or early November on the measures 


taken in this regard within their respective agencies or departments. 


5. The following sets ferth the “ubject guidelines aad he 
appropriate response of the Agency to comply with thern. 


Cuideline No. | 


Review existing departmental and agency 
reguiations governing the control of classified 
information to make sure that ia every instance 
they meet the criteria required by the steadily 
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increasing volume and significance of classified iatel- 
ligence, particularly including seasitive compartmented 
intelligence. Particular emphasis should be placed on 
aaguring that the need-to-know principle is strictly 
enforced, 


Reaponse: 


i: Dering the past three years, fifteen 
regulations in the Security series have been 
revised, or ar¢ under revision, “hese regu- 
lations, as a matter of policy, are continueusly 
reviewed and amended when necessary. 


2) These Central tatelligence Agency 
regulations aad procedures assure that only 
these individuals with a demonstrated ‘need - 
to-kaow" reeeive classified information anf 
that all recipients are constantly aware of the 
necessity to protect it frem public disclosure. 


‘3! A receat Security Clecrance Review 
conducted by the gency, utilizing a strict need- 
towkaew criteria, resulted in the cancellation of 

Cedeword clearances held by *gency employees. 
aaddition,[ |Top Secret and/or Codeword 
clearances granted by CIA and held by the employees 
of private business, or consultants were also can- 
celled. 


4 Every six moaths each Agency 
employee must attest by signature that he or 
she has again read the ‘gency Handbook entitled, 
"Employee Conduct and Discipline. '"' These rules 
of conduct delineate eniployee responsibilities 
beth on and off the job, including an explanation 
of the ‘need-to-know principle. 


‘$\ There has been established within 


CIA 8 panel, which among ite requirements, 
has been tasked to review Agency Security 


oR» 
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Campartmentation relating to: (a) personnel 
access to Compartmented information, 

(b} document controls, (c) information 
diseermination, (d) physical security, 

{e) communications, aad (f) sanitising 
classified data, including declassification 
aad downgrading procedures. 


(¢} Compartmeated “Contral" aad 
Security Officers are designated 
Agency to aseure that only those 
tedtriduaie who have a strict “need-to-knce" 
are granted access to Codeword aad Com- 
partmested information and/or materials. 
After euch “neod-to-know" has deen clearly 
demenstrated, appropriate briefings sre 
given regarding the system, and later upes 
termination frum the system, pertinent 
debriefings are likewise effected. These 
Cempartmented and Codeword procedures 
ere set forth in Agency Manuals originated 
specifically for setting forth guidelines and 
procedures governing these special systems. 


(7) Am Agency Task Force recently 
completed a survey to reduce vulnerabilities 
of classified information stored in son-ClA 


facilities. The survey reflected thet there 
w. # stored - 


ever classified information is found to be 
stored in a facility which dees act meet 
minimurs staadards for secure storage, 
the Director of Security will advise the 
appropriate Deputy Directer or Head of 
independent Office and require that con- 
tinued storage be justified by operational 
necessity. Thereafter, the Cffice of 
Secerity will undertake a follow-up 
program te ensure compliance with its 
receramendation to achieve effective 
physical security at the carilest poasible 


ase 
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date and will develop a schedule to resurvey 
every two years, all facilities where classified 
data is stored. 


(8) Since August 1963, an a selective 
basis, the Agency bas provided special escurity 
briefings to ite personnel ia order to impreve 
the protection of classified information in those 
components ef CIA which reflect a greater seed 
based upon statistical figures involving personeel 
charged with security violations, The Spetial 
Briefing Program bas achieved actable resalts 
ranging from 33 per cent to 58 per cent improve- 
ment in the offices concerned and a 15 per cant 
overall dres in security violations throughout 
the Agency. 


Guideline No, 2 


bake sure that briefing and indoctrination 
procedures are reviewed with the objectives of 
Guideline No, 1 above ia view. These procedures 
should be ao designed as to assure that newly indoct ri- 
nated members of the intelligence cotommusity and other 
newly indoctrinated officials of the Government fully 
understand the differences which exist etnong various 
kinds of intelligence, with respect te daager to the 
source or method which would resait from disclosure, 
it should also be the purpose of these procedures to 
explain the way ia which cleared individuals can readily 
ascertain the clearance status of others before digcuss- 
ing claseified information revealing intelligence seurces 
asd metheds, andto make sure that they do so, 


Raspoase: 


(1) Agency briefing and ladoctrinatian 
procederes are reviewed continuously to meet 
the changing times. All persons entering on 
Gaty seceive eight hours of security education 
covering such matters ae security regulations, 
eeplonage threats to CIA and the intelligent s 
¢cormmunity, protection of sources, cethods aad 
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techgiques of iateiligence, unauthorized discic- 
sures, physical and technical penctratious, 
eutelde activities. security assistance to all 
employees and physical security. 


14} Loployees retursing from overseas 
are gives security briefiags in conjunction with 
the CLA Review Program. These briefings bring 
the employees up-to-date oa the latest security 
practices which originated while they we re 
abroad. 


(3) Ageacy employees are givea corapre- 
heasive security trieflag: whea travelling to 
éenatad areas, They ere elsc briefed on security 
matiera whea scheduled for TOY, PCS aad pri- 
vate travel outside the United States, 


Guideline No. 3 


Provide for peciodic reiasioctrination anc coatiauing 
education ia special security practices and procedures 
relating to intelligeace, in additioa to those security pro- 
cedures established as geagral policy. te include a program 
fer prompt debriefing of individuals who ac longer have a 


seed to. kaow, 
Response: 


(l: #4 Retadectrisatiog Program for ail 
Agency employees is givea periedically sad sew 
security uppreaches and procedures are constaatly 
explored to form the basis of the next program 
which always tactudes an updating of the last one. 


(2) The Ageacy has an effective pregram 
for the prompt debriefing of individuals whe no 
leager have a need-io-xnow im the sarious ¢ate- 
gories of clearance, incinding Compartmeated 
informations. 
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Guideline Me. 4 


Review procedures for authoriziag and cont roillag 
disclosures and releases. 


a, The responsibility of the tatelligesce 
chief for useessing the rich to latelligeace sources 
and methods tavolved ia deliberate discloeuves 
sheutd be celinestec. There should be « review 
aad assesament by intelligence authorities whes- 
ever aay classified intelligeace la proposed for 
deelassification or for wee in brieflags, teatimeny, 
symposiums, semiarrs, tpeeches. writings for 
publicatios, presentations, courses of instrectioa, 
press relenses. formal sad informal interviews 
with press represontetives, or other activliies ia 
the course of which there Is « daager that inteili- 
gence sources aac methocs might be revealac. 


iach essessrent should iaclids 
methods by which euch iateiligeace cana be 
effectively aad plausibly eanitized by or with the 
approval of the origiasting agency so ae te protect 
the source. Heasitive intelligence to he diaciosed 
should be clearly identified as auch aad the >{fictal 
dleciosing it should be 43 cautloaed when appro- 
priste. This can be particularly importaat in 
dealing with some public iaformation efficials whe 
earnet be expected ta be fully familiar with the 
origins of such sensitive intelligence. Pecurds 
should be snaiatained regarding any classified 
intelligeace declassified or authorized for 
disclosure. 


Respon Se: 


it fe the policy of the <geacy nat to make 
deliberate disclosure of classified iatelligence 
taformation to the public. ia order te prevent 
the unauthorized release of sech data CLA proce- 
dures aad regulations as cutliaed ian Feadquarters 
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Regulation| _| require employees to aubssit 25X11 
theirs writings, or the subject matter of public 
speeches to their respective Deputy Directors 
oe Meads of Independent Cifices for their review 
and the subsequent approval of the Directar of 
Security. 


Guideline No, 4 continued | 


b. The facts surroending inadvertent 
disclosure of classified intelligeace to aay 
person or pereons not authorized for access 
te such intelligence should be reported to the 
appropriate intelligence chief, whe will inform 
the originating agency ia any potentially harzfal 
cane. 


c. Amy person having knowledge af any 
dieclosure of classified intelligence made ¢on- 
trary to the regulations aad controle of the 
department or agency concerned should premptly 
report it to the appropriate intelligence chiei for 
action. Such action may include (1) such steps 
ae are feasible to repair or limit the extent of 
the damage; (2) a request for investigation >y 
appropriate suthorities; (3) an asessement of 
the possible harm to intelligence sources and 
methods and notification to ail intelligeace 
authorities concerned; and (4) prompt notifica- 
tien te ali official recipients that an unaathorised 
dieclosure has occurred, together with advice 
of remedial action te be taken and guidance for 
responses to inquiries from public media 
representatives that may result from the 
cormprormise, 


Respanse: 
tl) The Security Committee of the 


United States Intelligence Board was established 
to promete :neans by which the intelligence 
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comumuaity may prevent the unauthorized 
disclosure of intelligence, intelligence 
iaforrnation and intelligence sources and 
methods, Characteristic of the Security 
Committees respoage is prompt inguiry into 
the facts surrounding serious unauthorized 
disclosures and consultation with the appre- 
priate ifatefligence agencies represented oa 
the Committee. The scope and seriousness 
of the dleclosure is analysed by the partici- 
pating agencies and departments most affected 
aad concerned with the “leak of classified 
information. Determinations are made in 
these cases of significance aa to the feasibii- 
ity of iavestigation. Paramount consideration 
is given to the time frame of the disclosure 
and the extent of the source material dissem- 
sation within the intelligence commrnity siace 
these factors have a salieat bearing on the 
fruitfulness of investigative iaquiry. 


(2) A centralized data base coveriag 
leaks of intelligence information io public 
information media has been established tn 
the Office of Security. !t contains a copy of 
the aews media article, ite author. the name 
of the publications in which it appeared, the 
gravity of the leak. aad where appropriate, 
an assessment of the damage. 


Guideline No. 5 


Take fully inte accougt, in proposing the release 
of any tatelligeace derived from a joint project in the 
intelligence cormmuaity, the interests of any other 
members of the intelligence comrmwaity which might 
be concerned. tf a department or ageacy authorizes 
the discloaure of sensitive intelligence from euch a 


«he 
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community may prevent the unauthorised 
disclosure of intelligence, intelligence 
information and intelligence sources and 
methods. Characteristic of the Security 
Comrdtiee response ic prompt inquiry iste 
disclosares and consultation with the appre- 
priate intelligence agencies represented on 
the Comittee, The scope and seriousnes: 

. a6 the disclosure is analyzed by the partici- 

. patiag agencies aad departments most affected 
‘gud concerned with the “leak” of classified 
Mormation. Determinations are made in 
cases of significance as to the feasi- 

bility of investigation. Paramount consid- 
eration is given to the time frame of the 
diselesure and the extent of the source 
material dlasemination within the intelligence 
community since these factors have a saliext 
bearing on the fruitfalness of levestigative 
inquiry. : 


(2) A preposal to ectablich s 
centralised data hase in the Cffice of 
Security covering unauthorized disclosures 
of claesified information is in the process 
ef ceerdination. Information covering the 
nature and author of the leak, the same of 
publication in which it appears, the gravity 
of the leak, and any information which might 
reveal the source of the leak will be filed in 
the proposed centralized data bese. 


Gaidelize No, 5 

Take tally inte account, in proposing the release 
of any intelligence derived from a joist project in the 
intelligence coramunity, the interests of any other 
members of the intelligence community which might 
be concerned. If a department or agency authorises 
the disclosure of sensitive intelligence froin such a 
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source, that agency le responsible for informing other 
USIB members of the action. Special attention shealdd 
be given te defining the precise limits of the disclesure 
and the cautioning against {nadvertent elaboration cr 
extension beyond those limita. 


Response: 


The restriction on dissemination of 
classified information {s commosly known xs 
the Third Agency Rule. Tirector of Central 
Intelligence Directive No. 1/7, “Coatrole for 
Dissemination and Use of Intelligence and 
intelligence Information" reinforces the 
application of the Third Agency Rule which 


was agresd to by the member agenciae of 
USIB. Agency Regulation [se 
clearly sets forth the policy application of 
the Third Agency Rule. It states that clasni- 
fied or controlled intelligence information 
originating in another department or agency 
shall not be dissecnizated or used outside of 
CA without permissios of the originating 
departuest or agency except under certaia 
conuditions. These conditions permit dis- 
sercination when; (1) the decument is 
originated by a USIB menaber ageacy or 
department and the document contains se 
limiting control marking and (2) USES 
mecaber agencies have given advance 
consent for the dissemination of finighed 
intelligence to USID crembers providing 

the document does uct bear any contral 
markings and the data ls paraphrased to 
cenceal the originating ageacy, the source, 
the place and date acquired and the manuer 
of acqal sition. 
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Galdeline No. 6 


In conjunction with appropriate authority, take, 
or aseure that disciplinary action is taken where aopro- 
priate, in a just, clear, aad definite manner which will 
demonstrate the extreme seriousness with which waau- 
therised disclosures are viewed. Where a visiation of 
efiminal statutes may be involved, any such case should 
be referred promptly to the Department of Justice. 


Response: 


(1) Headquarters Regulation 
prohibits all Agency employees from u 
official data for any purpose cther than the 
performance of their official deties for use 
ou behalf of the Agency. Farther each 
employee is charged with the responsibility 
for the secure handling of official data and 
for protecting it against unauthorised dis- 
closure. 


{2} Headquarters Regulation| —_| 
eots forth the penalties incurred for failure 
te use official data properly or tc protect k 
from waauthorised disclosure. These penalties 
range from an oral reprimand by a division 
ebief or higher authority to termi astion, 
depending upon the circumstances and 
gravity of the offenses. 


(3) Aw recently as 19 June 1971 the 
Deputy Director for Support through Head- 
quarters Notice[ ss jadvised all CIA 
employees of the President's concern 
over disclosures ia the public media of 
classified information bearing apon 
important aspects of national security, 
particularly these diescleaures that may 
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jeopardize intelligence sources and 
tagtheds. The Notice identified the 
Assistant to the Director of Central 
intelligence as the responsible authority 
for the coordination within the Agency 

of responses to inquiries from repre- 
sentatives of public information s:edia 
and. stated that the Director was prepared. 
te take strong disciplinary action against 
any employee who jecpardized intelligence 
sources and mathoda through unauthorised 
disclosare. 


a / 
—» / 
—— 


R. £. Cushman, Ir. 
Lieutenant General, US°4C 
CIA Merrber of USIB 
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